C8/06
General technical requirements
Measurement system and Gateway
 
for an aFRR service delivery point connected to the Distribution Grid
 
C8/07
Explanatory note – aFRR business processes
 
In the frame of the delivery of flexibility services by using flexibility of distribution grid users

The participation of a delivery point connected to the high voltage distribution grid (> 1kV) to the new aFRR service, which ELIA will launch in September 2020, requires the use of a measurement system and a gateway to communicate the relevant data to the system operators. Both the measurement device and the gateway have to meet minimum technical requirements.
 
In this context, a new technical prescription, C8/06, has been drafted within Synergrid: it contains the general technical requirements for the measurement system and the gateway to be used for delivery of aFRR services by service delivery points connected to the high voltage distribution grid. Indeed, the DSOs, together with Elia, guarantee the collection, the calculation, the processing and the transfer of the information needed for the calculation of the flexibility volumes in the frame of the regulated product aFRR.
 
The requirements imposed via the C8/06 have been agreed between the DSO’s and Elia (in its role as FRP): the measurement system requirements are aligned with the Elia requirements, the regional distribution grid codes and the existing Synergrid prescriptions. The gateway requirements imposed by Elia, which have been extensively discussed in different fora, have been simply taken up in the C8/06 since they seem to meet the generic requirements of the DSOs for connection to the communication platform aFRR (among which the secure and reliable operation, timestamping, accuracy).
The explanatory note C8/07 to which C8/06 refers does not impose additional requirements and is for informative and descriptive purposes only. It is content wise identical to the document “Explanatory note business processes - 29/01/2020” published on the website of Elia. 
 
Considering the above elements, the present public consultation of the new C8/06 prescription and the explanatory note C8/07 takes place over a short time period of 3 weeks. Please find below the practical modalities for this consultation.
 
Modalities of this consultation
This consultation starts on 18 June and runs till 7 July 2020.
Interested parties can participate by sending their remarks by 7 July (end of business) at the latest to the following e-mail: consult@synergrid.be.
 
We insist to use the Excel-template "Comments sheet" for your response (separate Comments sheet for C8/06 and for C8/07, 
Comments sheet C8/06




and 
Comments sheet C8/07




Thank you.
 
Documents
Please find below the link to the relevant document:

C8/06




And C8/07




Results
Synergrid received on 7 July 2020 several comments from stakeholders on prescription C8/06, which can be found in the compilation document (Excel): 




We did not receive any comments on the explanatory note C8/07. After due discussion and evaluation of all remarks within Synergrid, we do not see the need for any changes of prescription C8/06. Consequently, the same texts for C8/06 and C8/07 as used during the consultation have been introduced for approval by the regional regulators on 13 July 2020.
 
The regional regulators approved prescription C8/06 (CWaPE on 26 August 2020, VREG on 1 September 2020 and Brugel on 2 September 2020). According to CWaPE and VREG there is no need to approve document C8/07 since it is only a supporting document, nevertheless Brugel also approved it on 2 September 2020.
The relevant documents can be downloaded from the ‘Technical prescriptions/Electricity’ page on the website.
 

C8_06_E_20200615_final_version_for_consultation.pdf
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1 Version change log 1 


Version 1.0 – Initial version - January 2020 2 


Version 1.1 – Minor changes – 13/03/2020 3 


Version 2.0 – Changes – 6/04/2020 4 


Version 2.1 – Update on Gateway technical requirements – 12/05/2020 5 


Version 2.11 – Adding contacts – 25/05/2020  6 


Version 2.2 – Additional changes gateway – 12/06/2020 7 


 8 
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2 Introduction 10 


2.1 Subject of prescription C8/06 11 


In the new aFRR design, a real-time data exchange of measured data and collection of parameters, 12 


used for the aFRR-settlement process is required for service delivery points (i.e. delivery points for 13 


which ELIA does not receive MW daily schedules) participating in the aFRR service. 14 


Private measurement devices must send the data, via gateways, directly to Communication Platform 15 


(CP). The gateways (GW) have to be installed locally within the premise of the grid user and must have 16 


direct connection with the Communication Platform. 17 


More information regarding the gateways and related processes can be found in the explanatory note 18 


C8/07. 19 


To secure this data and the platform, we will deploy multiple mechanisms with respect to the data 20 


exchange (E2E encryption of the measured data between the gateway and the FlexHub, certificate-21 


based authentication) and require the upload on the real-time Communication Platform Web Portal 22 


of specific security-related technical documentation for each gateway model. 23 


 24 


figure 1: general view 25 


 26 


 27 


The present prescription C8/06:  28 


• is limited to aFRR service delivery points connected to the distribution grid. 29 


• defines on the one hand minimal technical and regulatory requirements for a measurement 30 


system (= measurement device including its accessories) when the transfer of energy is not 31 


applicable. When transfer of energy is well applicable to the flexibility product, a new analysis 32 


of the specific requirements will be performed and could lead to changes of to the present 33 


prescription.  34 
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• describes on the other hand the technical framework related to the management of the 35 


gateways and delivery points (SDPs) and their interaction with the real-time Communication 36 


Platform.  37 


Remark: 38 


• URL’s for integration test environment and production environment will be communicated 39 


later on, before the integration testing phase. 40 


 41 


2.2 Asset configurations  42 


The following configurations are authorised (see figure 2): 43 
 44 


1. A single gateway transmits real-time data from one SDP measured by a measurement device. 45 
2. A single gateway transmits real-time data from multiple SDPs measured by measurement 46 


devices. 47 
 48 


In both configurations,  49 


 50 


a. The private measurement device is located at the SDP. The SDP can also be defined at the 51 
level of the headpoint/access point. 52 
 53 


b. The connection of a single gateway to SDPs located on two or more access points is not 54 
allowed. 55 


 56 


c. A gateway must collect every 4s, the instantaneous power measurement values of a 57 
measurement device and other necessary parameters required for the aFRR services, and 58 
communicate this in real-time to the real-time Communication Platform using the 59 
communication protocol determined by Elia. 60 
 61 


d. The communication from gateway to Communication Platform is to be done without an 62 
intermediate third-party communication system.  63 


 64 


e. The gateways always have to be installed locally within the premise of the grid user which 65 
is delimited by the headpoint/access point. 66 


 67 
 68 


 69 


figure 2: schematic view 70 


 71 
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A local gateway being directly connected to the Real-Time Communication Platform (as described 72 


in point d & e above), is the final requirement. A transition period related to the final technical 73 


requirement is introduced for maximum one year starting on the go-live of the aFRR design 74 


foreseen on the 1st of September 2020. The transition period is foreseen until the 31st of August 75 


2021 at the latest.    76 


This transition period implies that a temporary deviation of the final technical requirement above 77 


(i.e. point d & e above) is permitted (acceptance of a degraded mode). This temporary deviation 78 


permits the use of a connection via centralized virtual gateways to the real-time Communication 79 


Platform.  80 


The data will still be sent per delivery point, each delivery point being linked to a separate virtual 81 


gateway, to the Communication Platform. All specifications written in this document and 82 


corresponding business processes remain valid and must be complied with. At the end of the 83 


transition period, all participants need to comply with the final requirements, whereby gateways 84 


must be installed locally and connected directly to Communication Platform. 85 


3 Requirements measurement systems 86 


Unless specified in the Technical Regulations for the Distribution Grid according to the Region, the 87 


private measurement system shall meet the following minimum requirements:  88 


• The accuracy class of the measurement core of the current transformers (CT) should at least be in 89 


line with the requirements of the current transformers for the energy metering as specified in the 90 


current Technical Regulations for the Distribution Grid.  91 


 92 


• The accuracy class of the measurement core of the voltage transformers (VT) should at least be in 93 


line with the requirements of the voltage transformers for the energy metering as specified in the 94 


current Technical Regulations for the Distribution Grid.  95 


 96 


• The distribution system operator will check the accuracy of the CTs and VTs. 97 


 98 


• The accuracy class of the measurement system for the 4s power measurements should be in line 99 


with the requirements of the energy metering as specified in the Technical Regulations for the 100 


Distribution Grid in force.   101 


 102 


• The measurement system must have a sampling rate which allows to give a new value exactly 103 


each 4s. Sampling rate must be 1/2n times the 4s interval (with n as an integer > 0).   104 


 105 


• As required by Synergrid technical requirement C2/112, any cable connecting the current and 106 


voltage transformer to a measurement device is of type LIYY and must comply with following 107 


requirements regarding section and length: 108 


 109 


Electrical length of cable Voltage circuit Current circuit 


< 8m (minimum 3m) 4 x 2,5 mm² Cu 6 x 2,5 mm² Cu 
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≥ 8m (maximum 18m) 4 x 2,5 mm² Cu 6 x 4 mm² Cu 


 110 


The connection of the cables between the transformers and the measurement device must be 111 


continuous (without any junction, nor intermediate connection strips) and executed according to 112 


article 4.4.2.2. of the AREI/RGIE. 113 


The connection wires to current and voltage transformers shall not be part of the same cable. 114 


 115 


• A system of 2 or 3 current/voltage transformers is allowed (two- or three-wattmeter method) but 116 


the three-wattmeter method is preferred.  117 


 118 


• The installation must be properly grounded.  119 


 120 


• Precision control of the measurement system is mandatory every 5 years following technical 121 


specifications of the distribution system operators. A copy of the report shall be transmitted to 122 


the distribution system operator. 123 


 124 


• The relevant system operator has the right to perform an ad-hoc on-site audit at any time. 125 


4 Requirements gateways 126 


4.1 Data exchange specifications 127 


This section describes the detailed data exchange interface specifications to exchange data between 128 


the gateways, the Communication Platform and the security components. In the first version of the 129 


platform, the exchange of aFRR data is unidirectional (except for the heartbeat) from the gateways 130 


via the aFRR Communication Platform to the Flexhub. The message flow will consist of real-time 4s 131 


aFRR messages, used for the settlement of aFRR activations. One message will be sent for each 132 


delivery point connected to a gateway. 133 


The security mechanisms allow a reliable and secure data exchange: the Public Key Infrastructure (PKI) 134 


allows certificate-based authentication of the gateways and the Key Management System distributes 135 


encryption keys that can be used to encrypt the aFRR message body. 136 


4.1.1 Data flows 137 


Below a visualisation of the E2E process flow of all data exchanges the gateways must be able to 138 


support. 139 
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 140 


1. Each gateway and application that will connect to the Communication Platform will need to 141 
acquire a digital certificate from the Public Key Infrastructure (valid for 2 years). This certificate 142 
is used to authenticate the gateway for all connections to the platform and Key Management 143 
System.  144 
 145 


2. The data (body) has to be end-to-end encrypted (from the gateway to the FlexHub). Every day, 146 
an independent Key Management System (KMS) will generate encryption keys to be used for 147 
message body encryption and will send these via the Communication Platform to the gateways.  148 
 149 


3. Every 4 seconds, an aFRR message with encrypted body is send by the gateway to the 150 
Communication Platform. To be able to connect and publish the message on the queue, the 151 
gateways must have a digital certificate retrieved from the Public Key Infrastructure (PKI). 152 
 153 


4. At regular interval (initially every 5 minutes), the Communication Platform will put a heartbeat 154 
message on the topic to which the gateway must reply. The message includes key values for 155 
specific use cases and for gateway connection status updates. 156 
 157 


Message queues enable asynchronous communication, which means that the endpoints that are 158 
producing and consuming messages interact with the queue, not each other.  In contrast to queues, 159 
in which each message is processed by a single consumer, topics and subscriptions provide a one-160 
to-many form of communication, in a publish/ subscribe pattern. 161 
The data exchange between the gateway and the Communication Platform will be done using two 162 


different topics (1 topic for each direction).  163 


 164 


 165 


4.1.2 Interfaces 166 


4.1.2.1 Certificate-based authentication 167 


 168 


The following scenarios will be provided for acquisition of tokens and certificates: 169 


Scenario 1: Acquisition of the Certificate through the portal  170 







 


9/19 
 


 171 


 172 


 173 


1. The CP user requests a token via an action in the user interface of the portal for a gateway. A 174 
validation code will be generated and shown in the portal in the concerned gateway 175 
information screen, and a mail will be sent to the CP user with a token.  176 


2. The CP user navigates to a secure webpage via the web portal and uses the token as well as 177 
the validation code to download the certificate. 178 


When the request is valid, the CP user can download a ZIP file with a PFX file and the password 179 
to extract the certificate (CERT file – X.509 Certificate).  180 


 181 


Scenario 2: Acquisition of the Certificate by the Gateway using a token 182 


This second scenario will be available in a subsequent release and the detailed specification will be 183 
made available in one of the following updates of this document. 184 


 185 


4.1.2.2 aFRR Messages 186 


The messages in the data exchange will be composed of a functional header and a message body.  187 


All required (and optional) fields are described in the following sections. In the element column, 188 


abbreviations are used to make the message tags smaller to reduce the message size.  189 


With respect to datetimes, we use the ticks datetime format, which are the milliseconds, counted 190 


from the reference date: 01-01-2019 00:00:00 UTC. 191 


4.1.2.2.1 Body (to be encrypted – see next sections) 192 


 193 


Element Data 
Type 


Origin Description 


SDP – 
SDP EAN 


String SCADA / FSP BE The aFRR service delivery point EAN 
number.  


DPM – 
DPmeasured 


Decimal 
(JSON) 


Measurement 
device 


The instantaneous net (gross if the net 
value cannot be measured) power 


CP user 


CP user 
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measurement (in MW) per delivery 
point. 


DPB – 
DPbaseline 


Decimal 
(JSON) 


SCADA / FSP BE The power (in MW) that the delivery 
point would have injected/consumed 
without the activation of aFRR service. 
The baseline is sent 60 seconds in 
advance. 


AS – 
DPaFRR 


Integer 
(JSON) 


SCADA / FSP BE This is a logical (0 or 1) signal that 
indicates whether the delivery point is 
delivering the service for the concerned 
timeframe. 


PS –  
DPaFRR,supplied 


Decimal 
(JSON) 


SCADA / FSP BE The number of MW of ΔPsec_tot4 that is 
attributed by the BSP to the delivery 
point in question. 


MTS –  
Measure 
timestamp 


Ticks 
(UTC)   


Measurement 
device / gateway 


The datetime on which the snapshot of 
the Pmeasured is taken. The Pbaseline in 
this message represents its value for this 
timestamp + 1 minute in the future. 


 194 


4.1.2.2.2 Header 195 


 196 


Element Data Type Origin Description 


MT - 
Message Type 


String Data source 
originated 


Represents the message type & frequency. 
This makes sure that every message type 
is unique no matter what frequency is 
requested. 


SID – 
Sender Id 


String Data source 
originated 


The Endpoint Id as registered in the 
Communication Platform 


GID – 
Gateway Id 


String Date source 
originated 


The Gateway ID of the gateway as 
generated by the Communication 
Platform. 


EKV –  
Encrypted key 
version 


Integer 
(optional) 


Data source 
originated 


The version of the encryption key used 
(changes at certain periods). If not sent, 
then the message body is to be 
considered: not encrypted. 


HV –  
Header 
version  


Integer Data source 
originated 


The header version allows communication 
on the same message type but with 
different versions in case the message 
header structure is updated. This way, 
senders have time to adapt and a receiver 
knows how to interpret the message. 


BV –  
Body version 


Integer Data source 
originated 


The body version allows communication 
on the same message type but with 
different versions in case the message 
body structure is updated. This way, 
senders have time to adapt and a receiver 
knows how to interpret the message.  
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CTS - 
Creation 
timestamp 


Ticks (UTC) Date source 
originated 


The timestamp when the message has 
been sent by the sender. 


 197 


4.1.2.2.3 Protocol 198 


MQTTS protocol has to be used between the gateway and the Communication Platform.  199 


4.1.2.2.4 Encryption Algorithm 200 


In order to encrypt the message bodies, the Advanced Encryption Standard (AES) / Rijndael algorithm 201 


(128 bits) using symmetric keys is used. A lot of implementation libraries are available in Python, JAVA, 202 


C#, …  203 


The algorithm is described in the ISO/IEC 18033-3 standard. A simple description of this algorithm can 204 


be found here: 205 


https://en.wikipedia.org/wiki/Advanced_Encryption_Standard 206 


This algorithm is used with, as default, the following parameters: 207 


- Block size: 128 bits 208 


- Key size: 128 bits 209 


- Cypher: CBC 210 


- Padding: PKCS7 211 
 212 


4.1.2.3 Encryption keys 213 


As described in the process flows, a Key Management System will generate encryption keys and put 214 


them available to each separate gateway through the Communication Platform.  215 


Therefore, a specific message type will be exchanged.  216 


4.1.2.3.1 Header 217 


 218 


Parameter Value Description 


MT - 
Message Type 


String 
(ENCRYPTION 


KEY) 


Represents the message type & frequency. This makes sure 
that every message type is unique no matter what 
frequency is requested.  


 219 


4.1.2.3.2 Body 220 


 221 


Parameter Value Description 


MT – Message 
Type 


 The message type for which the key is requested 


KEY string The encryption key itself. This key is encrypted from the 
secure KMS using the GW certificate. 


KV - Key version integer The key version of the requested key 


KT – Key Type string The algorithm supported for encryption  



https://en.wikipedia.org/wiki/Advanced_Encryption_Standard

https://en.wikipedia.org/wiki/Block_size_(cryptography)

https://en.wikipedia.org/wiki/Bit

https://en.wikipedia.org/wiki/Key_size
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VF - 
Valid From  
(Start Validity) 


Ticks Validity start datetime of the encryption key 


VT - Valid To  
(Stop Validity) 


Ticks Validity end datetime of the encryption key 


 222 


 223 


Gateways 224 


An encryption key is valid for 36 hours and a new key will be retrieved daily. This means we will have 225 


an encryption key overlap of 12 hours within which period the new key must be received and used: 226 


 227 


4.1.2.3.3 Technical information 228 


 229 


The Communication Platform will exchange this message type with the same principles as the aFRR 230 


messages but in the other direction. A specific topic for this message exchange will be foreseen.  231 


 232 


Please note that currently, only the AES / Rijndael algorithm is supported by the platform. Others can 233 


be added later on.    234 


To guarantee the confidentiality on the key, the key present in the message will be encrypted with the 235 


gateway certificate public key. The gateway will need to use its own certificate private key to decrypt 236 


the key and after use it to send messages. 237 


 238 


Message example: 239 


{ 240 


    "MT": "ENCRYPTIONKEY", 241 


"Body":  242 


"hj7EFc+S5giTCk41loj21ILGOT4aZkafhXzSbmt/gy4ANB4as1MZsnyAwixU76vm4AEmniUw29+8g243 


NLEg9Yq0LeR8Hc3zEqGXFaplqNv+6TrSQy+VvZG2NR4xaK1EvAUF8GeP6U9FMVz4eB8MWB94R244 


W44n3QOYfCQz7CTEJXvbwbwclGHJN4wsfGPMMxdZUeUiLAuhHvGG7KeLPefTl2DoHS4N8B2m245 


ol7lXFZcSD1vnCy4kcF3Jyd6KPEzKfhkFJc2FZaidIjSWuo/Z5HQb74hAmg2m/REQnw7yXfaHjJ3E8Z246 


zoFZhw+sR7TsBnZvDInni74zuv0R7UFTg2eHmKHnA=="  } 247 


4.1.2.4 Encryption key Request 248 


As described in the process flows, a Key Management System will generate encryption keys and put 249 


them available through to each separate gateway through the Communication Platform. When the 250 







 


13/19 
 


gateway has to be replaced or restarted with an empty configuration, the latest encryption key(s) 251 


has(ve) to be requested to be able to send new messages again. 252 


Therefore, a specific message type will be exchanged. 253 


Note that one message will be received (as described in section 4.1.2.3) for each message type and 254 


version managed by the gateway with an active aFRR service (normally only one because there is 255 


currently only one message type with only one version). 256 


4.1.2.4.1 Header 257 


 258 


Parameter Value Description 


MT - 
Message Type 


String 
(ENCRYPTION 
KEYREQUEST) 


Represents the message type & frequency. This makes sure 
that every message type is unique no matter what 
frequency is requested.  


 259 


4.1.2.4.2 Body 260 


 261 


Body is empty 262 


4.1.2.4.3 Technical information 263 


 264 


The Communication Platform will exchange this message type with the same principles as the 265 


aFRR messages but in the other direction. A specific topic for this message exchange will be 266 


foreseen.  267 
 268 
 269 
 270 
Message example:  271 
 272 


{  273 


"MT": "ENCRYPTIONKEYREQUEST"  274 


} 275 


 276 


4.1.2.5 Heartbeat 277 


The heartbeat mechanism allows to exchange key values between the gateways and the 278 
Communication Platform that are not related to the exchange of market data from endpoints. 279 
 280 


 281 
 282 
The Communication Platform indicates the pace of the heartbeat messages and will be initially set to 283 
every five minutes.  284 
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 285 
The heartbeat message has two functioning methods: 286 
 287 


• Ad hoc: an action button in the management portal will be provided in order to initiate a one-288 
time heartbeat message sent to the gateway. If this message is successfully replied to by the 289 
gateway, its communication status will be set to ‘Connected’. This allows the user to test the 290 
connection and authentication of a gateway. 291 
 292 


• Recurrent: once a service is activated on this endpoint, the CP will initiate a heartbeat at the 293 
interval it choses (5 minutes initially). Also here, the communication status of the gateway will 294 
be updated in the portal in case a heartbeat is not replied to. The time to live of the heartbeat 295 
message will equal the heartbeat frequency (5 minutes initially). 296 


 297 


4.1.2.5.1 CP to GW 298 


 299 
Header 300 


Parameter Value Description 


MID - MessageId Integer A counter that can be reinitialized 


MT - 
Message Type 


String 
(HEARTBEAT) 


Represents the message type & frequency. This makes sure 
that every message type is unique no matter the frequency 
with which the message heartbeat is posted.  


 301 
Body 302 


Parameter Value Description 


TS - Time Sync 1 Only present when a gateway must synchronize its internal 
clock with an NTP server 


GWV - GW 
Version 


1 Only present when a gateway must send its firmware and 
software version. This will be requested daily. 


 303 


TimeSync et GW version parameters are 2 keys that can be added as list of parameters in the 304 


message. Other parameter(s) can be added later on in body.  305 


 306 


Message example without time synchronization and GW version needed: 307 


{ 308 


    "MID": 36,   309 


    "MT": "HEARTBEAT", 310 


  }, 311 


 312 


 313 


Message example with time synchronization and without GW version needed: 314 


{ 315 


    "MID": 36,     316 


    "MT": "HEARTBEAT", 317 


    "Body": "{"TS":1}" 318 


  }, 319 


 320 
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 321 


Message example without time synchronization and with GW version needed: 322 


{ 323 


    "MID": 36,     324 


    "MT": "HEARTBEAT",     325 


    "Body": "{"GWV":1}" 326 


  }, 327 


 328 


Message example with time synchronization and GW version needed: 329 


{ 330 


    "MID": 36,     331 


    "MT": "HEARTBEAT",     332 


    "Body": "{"TS":1, "GWV”:1}" 333 


  }, 334 


 335 


4.1.2.5.2 GW to CP 336 


 337 


Header 338 


Parameter Value Description 


MID - MessageId Integer The message ID of the Heartbeat request message. 


MT - 
Message Type 


String 
(HEARTBEAT) 


Represents the message type & frequency. This makes sure 
that every message type is unique no matter what 
frequency is requested.  


GID – 
Gateway Id 


String The Gateway ID of the gateway as registered in the 


Communication Platform. 


CTS - 
Creation 
timestamp 


Ticks (UTC) The timestamp when the message has been sent by the 
sender 


 339 


Body 340 


Parameter Value Description 


SV - Software 
version 


String The model software version on which the gateway is 
running.  
Only to be sent when the GW Version field in the request is 
sent. 


FWV - Firmware 
version 


String The model firmware version on which the gateway is 
running. 
Only to be sent when the GW Version field in the request is 
sent. 


 341 


 342 


Message example without software and firmware version needed: 343 
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{ 344 


    "MID": 36, 345 


    "MT": "HEARTBEAT ", 346 


    "GID": "123-ABCD", 347 


    "CTS": 29666589696 348 


  }, 349 


 350 


Message example with software and firmware version needed: 351 


{ 352 


    "MID": 36,     353 


    "MT": "HEARTBEAT ", 354 


    "GID": "123-ABCD",    355 


    "CTS": 29666589696,  356 


    "Body": "{"SV":"1.2", "FWV":"1.74"}" 357 


  }, 358 


4.1.2.5.3 Technical information  359 


The Heartbeat will be pushed regularly on the GW receiver topic. The response is sent to the same 360 
topic as the aFRR messages. 361 


 362 


4.1.3 Exception handling 363 


4.1.3.1 Buffering 364 


A local buffering of at least 5 days has to be done locally. This will be used when the communication 365 


between the GW and the aFRR Communication Platform is interrupted. The data has to be 366 


timestamped at the moment they are produced.  367 


Once the communication is back up, the messages not sent during the interruption have to be sent. 368 


4.1.3.2 Throttling 369 


To avoid congestion, a maximum of 1 message can be sent per second per gateway. 370 


4.1.3.3 Message grouping 371 


- Message grouping can be done for a period of 1 minute (15 data of 4s). Pay attention that it 372 
is only valid during exception handling (communication failure, …). 373 


- When grouping, the header is sent only once and the bodies of the specific time series will be 374 
grouped in one body.  375 


- The body will be encrypted only once. 376 


4.1.3.4 Fallback files 377 


In the event that Elia does not receive the data through real time communication for bigger gaps, 378 


the following is put in place:  379 


- The FSP must, on the request of Elia, be able to provide a fallback file with time series 380 
containing the same parameters requested in the aFRR message.  381 
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- Elia can only request fallback files in a period covering maximum 90 days before the day of 382 
request.  383 


- The delivery of the fallback file must be fulfilled within five working days. 384 
 385 


4.1.4 Service level agreements 386 


To assure correct, complete and real-time data exchange, a monitoring is foreseen on predefined KPIs. 387 


 388 


4.2 Technical features 389 


4.2.1 URL’s and config 390 


The platform will be available at the following URL’s: 391 


ACC: https://rtcp-acc.synergrid.be/ 392 


DEMO: https://rtcp-pre.synergrid.be/ 393 


PROD: https://rtcp.synergrid.be/ 394 


Please note that the first tests starting from May 18th have to be done with the Pre-Prod environment. 395 


The acceptance environment will be used when updates of the platform will be release. The 396 


production environment (to use for the pre-qualifications tests) will be released in the coming weeks. 397 


The Device Provisioning System URL is the following without using the Microsoft SDK: 398 


https://global.azure-devices-399 


provisioning.net/{connectionScope}/registrations/{GatewayBusinessId}/register?api-version=2019-400 


03-31 401 


The GatewayBusinessId is generated by the platform when a new Gateway is created. 402 


Connection scope : 403 
ACC: 0ne000F2E25 404 
DEMO: 0ne000F7DB8 405 
PROD: 0ne000FEA0A 406 
 407 
With the Microsoft SDK, the connection string is the following: 408 


global.azure-devices-provisioning.net 409 


Note that these URL’s & configurations will not change in case of DRP. 410 


The name of the 2 topics: 411 
Cloud to Device: $"devices/{GatewayBusinessId}/messages/devicebound/#" 412 
Device to Cloud: $"devices/{GatewayBusinessId}/messages/events/” 413 
 414 



https://rtcp-acc.synergrid.be/

https://rtcp-pre.synergrid.be/

https://rtcp.synergrid.be/

https://global.azure-devices-provisioning.net/%7bconnectionScope%7d/registrations/%7bGatewayBusinessId%7d/register?api-version=2019-03-31

https://global.azure-devices-provisioning.net/%7bconnectionScope%7d/registrations/%7bGatewayBusinessId%7d/register?api-version=2019-03-31

https://global.azure-devices-provisioning.net/%7bconnectionScope%7d/registrations/%7bGatewayBusinessId%7d/register?api-version=2019-03-31
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4.2.2 Message format testing 415 


Testing of the validity of JSON (RFC 8259 format) messages in the communication portal interface will 416 
be foreseen. 417 


4.2.3 Examples 418 


Below, some examples of messages are given. It will also be possible to test the message format 419 


(JSON Validation) in the test platform.  420 


To receive more detail on how to connect to the platform and a detailed example (in C#) of the 421 


code to connect to our platform, please use the technical reference as defined in point 2 of this 422 


document.  423 


Other examples (in different programming languages) can be found here: 424 
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-sdks. 425 
 426 
The section to use is ‘IoT Hub Device SDKs’  427 


4.2.3.1 Data exchange 428 


Messages have to be sent with encrypted body. In this section, on overview is given of unencrypted 429 
and encrypted data to allow to generate the correct JSON before encryption. As previously described, 430 
the body can contain multiple 4 seconds data to cover some exception flows. Both cases are detailed 431 
below.  432 


• aFRR data – Unencrypted JSON with one 4s data: 433 


 434 


  { 435 


    "MT": "AFRR", 436 


    "HV": 1, 437 


    "BV": 1, 438 


    "GID": "SN4589674", 439 


    "CTS": 33496996088, 440 


    "EKV": 1, 441 


    "SID": "84V-UOU-40P", 442 


    "Body": 443 


"[{"DPM":0.123,"DPB":0.987,"AS":1,"PS":0.0,"MTS":0,"SDP":"541122334455667788"}]", 444 


  } 445 


 446 


• aFRR data – Encrypted JSON with one 4s data : 447 


     The encryption key to use for this message has the following properties: 448 


Encryption type: RijndaelManaged -> KeySize: 128, Padding: PKCS7, Mode: CBC  449 
Encryption key: 9xu0DqrgaFYgrPhudq9s6A==  450 
Encryption IV: 9xu0DqrgaFYgrPhudq9s6A==  451 
 452 
{ 453 
    "MT": "AFRR", 454 



https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-sdks
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    "HV": 1, 455 
    "BV": 1, 456 
    "GID": "SN4589674", 457 
    "CTS": 33496996088, 458 
    "EKV": 1, 459 
"SID": "84V-UOU-40P", 460 
    "Body": 461 
"9pMzn4mX5b/+y5SSPVzi6vgebzyLDQJ5bog4c3mg+8cIXS1eVw5ELNlbBUqllhYznMt872Nu7dwUyBTb462 
Ykl7IPcC9NK8XFy9wnFtVLLmFjM="   463 
  }  464 


5 Time synchronization and time stamp 465 


As each measurement needs to be provided with a time stamp, there are two options: 466 
(1) The time reference and stamp are given in the gateway; 467 
(2) The time reference and stamp are given in the measurement device. 468 


 469 
The data must be timestamped each 4 seconds.   470 


Regarding time synchronization, the device that is responsible for the time stamping must be 471 
synchronized with an NTP-server or an equivalent system at all times. The precision of the timestamp 472 
should be at least 20ms. In case of consistent time difference, the CPO will request, via a heartbeat 473 
message, to synchronise to an NTP-server. 474 


 475 


6 Contacts for gateway 476 


 477 
For any question, please contact the persons as mentioned in the ‘Technical Guide for Gateway 478 
Management V2.3’ available on the Elia-website via this link.  479 
 480 
 481 



https://www.elia.be/en/electricity-market-and-system/system-services/technical-documentation-concerning-the-provision-of-ancillary-services
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1 Introduction 1 


This explanatory note C8/07 explains the aFRR project context and has to be considered as a 2 
supporting document to the Synergrid C8/06 (General technical requirements measurement system 3 
and gateway for an aFRR service delivery point connected to the distribution grid) for better 4 
understanding.  5 


2 Glossary 6 


The definitions below are non-binding but are given to correctly interpret the context of this 7 
document’s content and C8/06. In case of inconsistent definitions or contradictions between this 8 
document and the T&C (terms and conditions) BSP aFRR, the latter prevails. 9 
 10 


Concept Definition 


Access Point 


As defined in Art. 2 §1 (29) of the Federal Grid Code for an access to the 
transmission grid of ELIA. For an access to the ELIA Grid other than 
transmission grid, or to a Public Distribution Grid, or to a CDS: a point, 
defined by physical location and voltage level, at which access to the 
ELIA Grid other than transmission grid, or to a Public Distribution Grid, 
or to a CDS is granted, with a goal to inject or take off power, from an 
electricity generation unit, a consumption facility, a non-synchronous 
storage facility, connected to this grid. 


Communication 
Platform (CP) 


The Communication Platform is a platform enabling a secure exchange 
of real-time data between the assets of Grid Users and applications of 
Application Service Providers. 


(Service) Delivery Point 
(SDP) 


A point on an electricity grid or within the electrical facilities of a Grid 
User, where a Balancing Service or strategic reserve service is delivered 
– this point is associated with one metering and/or measures, according 
to dispositions of the BSP Contract aFRR, that enable(s) ELIA to control 
and assess the delivery of the aFRR Service. 


Endpoint (EP) 
A digital data access point registered on the CP that allows the 
exchange of data between the SDP and an Application over the CP via a 
Gateway. 


Flexhub (FH) 
The Flexhub is an application that stores and structures flexibility 
related data. It is connected to the Communication Platform for the 
exchange of data and the activation of services.  


Flexibility Service 
Provider (FSP) 


The Flexibility Service Provider (FSP) offers flexibility services and 
valorises the aFRR service on the GUs Service Delivery Points. In the 
context of aFRR, the flexibility offered is for system balancing so the FSP 
is considered a Balance Service Provider (BSP). 


Gateway (GW) 
A private communication gateway connecting the physical asset and its 
metering device to the CP in a digital way. This gateway must be 
installed locally for the exchange of aFRR data. 


Headpoint (HP) 
Means an Access Point (always identified by a single EAN number 
representing offtake). Each Headpoint is registered by the System 
Operator in the Access Register. 
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Measurement device 
(MD) 


The measurement device is the device that measures the electrical 
asset(s). Either it pushes the data or the data is pulled by a gateway.  


Grid User (GU) 


As defined in Art. 2 §1 (57) of the Federal Grid Code for a Grid User 
connected to the ELIA Grid or to Public Distribution Grid; or as defined 
in Art. 2 §1 (58) of the Federal Grid Code for a Grid User connected to a 
CDS. 
In the context of this technical guide, Grid Users are companies that are 
connected to the transmission or medium-voltage distribution grids and 
are contracted by FSPs to participate in the delivery of aFRR via DP_DG 
units. 


Communication 
Platform Operator 
(CPO) 


The Communication Platform Operator operates, maintains and 
manages the Communication Platform. The CPO is representing and 
mandated by the System Operators. 


3 Overview of actors and concepts 11 


The figure below gives an overview of the actors that are involved and concepts that are used in the 12 
real-time data exchange of the aFRR settlement messages. Note that the contracting and the 13 
onboarding process precede this situation. The onboarding processes are described in the next 14 
section. The contracting process is described in the T&C BSP aFRR.  15 
 16 


 17 


4 Data sources 18 


The data sources consist of three elements: 19 


    20 


• Measurement device: Pmeas is measured and sent in real time by the measurement device via 21 
the private local gateway towards the Communication Platform. The data can either be pushed 22 
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by the measurement device via the local gateway or pulled by the gateway from the measurement 23 
device. The FSP system enriches the message with the required aFRR parameters. The 24 
measurement device general technical requirements are described in document C8/06 (which can 25 
be found on Synergrid website). The measurement devices must not be registered on the 26 
Communication Platform. 27 
 28 


• Gateways: Private gateways are operated and maintained by the GU or an FSP mandated by the 29 
GU. The gateways have to be installed locally within the premise of the grid user and must have 30 
direct connection with the Communication Platform. A gateway can be connected to multiple 31 
endpoints behind the same headpoint (access point) but cannot be connected to endpoints of 32 
different headpoints. The gateways must be connected to the Communication Platform and 33 
comply with the general technical requirements set out in document C8/06 (which can be found 34 
on Synergrid website). They are administratively registered on the Communication Platform via 35 
the management portal. 36 
 37 


• Endpoints: The endpoint is considered the digital data access point and by transfering data 38 
towards the Communication Platform it enables services on this point. Endpoints must be 39 
registered under a headpoint on the Communication Platform, and can only be done in case a 40 
correct mandate is obtained. In the context of aFRR, an endpoint can be seen as a digital version 41 
of the Delivery Point, which is not providing energy but used for data exchange. 42 


5 High level business processes 43 


In the figure below you can find the high-level business processes representing the necessary 44 
preliminary activities that must be fulfilled in order to establish the digital metering data chain 45 
required for the real-time data exchange of aFRR settlement data.  46 
 47 
DISCLAMER: Note that these processes are work in progress and can still be subject to change. 48 


 49 


 50 
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5.1 Data source related processes 51 


5.1.1 Contracting and registration 52 
 53 


• Gateway management contracting: 54 
In case the grid user does not manage his own gateways and endpoints, these activities can be 55 
delegated to an FSP. This delegation contract will be the subject to the subsequently use of a 56 
Gateway Management (GWM) designation document. In the text below the term CP user will be 57 
used, which will either be the GU or the FSP if mandated by the GU. 58 
 59 


• Account onboarding 60 
The CP user onboards his account and users in order to manage its data sources on the 61 
Communication Platform. 62 
 63 


5.1.2 Physical processes  64 
 65 


• Gateway field installation 66 
The CP user physically installs the gateway on the premise of the grid user, connects it to the 67 
measurement device, and assures the gateway is configured correctly. 68 


 69 


• Gateway authentication and testing 70 
The CP user installs the digital certificate on the gateway and connects to the platform to test the 71 
installed gateway via the heartbeat (see document C8/06). 72 


 73 


5.1.3 Data source onboarding  74 


 75 


 76 


• Gateway model onboarding 77 


The CP user must first register a gateway model and upload the required security documentation 78 
related to the model.  79 


 80 
The following security documentation is required: 81 


Documentation Description 


Secure product 
development lifecycle 


Documentation of the secure product development life cycle 
including the standards, practices (including continuous 
improvement), and development environment (including the use of 
secure coding practices) used to create or modify provided energy 
delivery system hardware, software, and firmware. If applicable, it 
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must be documented how the most critical application security 
weaknesses (including OWASP Top 10 or SANS Top 25 Most 
Dangerous Software Errors) are addressed in the Supplier’s SDLC. 


Secure network 
configuration 
management 


Provide documentation that the network configuration management 
interface is secured. 


Security standards Listing of security standards to which the implementation adheres. 


Patches and updates Documentation that the installed GW (including third-party 
hardware, software, firmware, and services) has appropriate updates 
and patches installed prior to activation of the communication to the 
Communication Platform or within (a pre-negotiated period) after 
installation. Patches and updates need to be done continuously 
during the GW lifecycle. 


Publicly disclosed 
vulnerabilities 


Upon request of the Communication Platform operator, and prior to 
activation of the communication to the Communication Platform, a 
summary documentation must be provided of publicly disclosed 
vulnerabilities in the procured product and the status of the party’s 
disposition of those publicly disclosed vulnerabilities. 


Hardware - software 
testing 


A Quality Assurance program and validation that the software and 
firmware of the procured product have undergone Quality Control 
testing to identify and correct potential cybersecurity weaknesses 
and vulnerabilities. This testing shall include fuzz testing, static 
testing, dynamic testing, and penetration testing. Positive and 
appropriate negative tests must be used to verify that the procured 
product operates in accordance with requirements and without extra 
functionality, as well as monitor for unexpected or undesirable 
behaviour during these tests.  
This testing may be done by an independent entity or the CP user’s 
company. Summary documentation of the results of the testing must 
be provided including unresolved vulnerabilities and recommended 
mitigation measures. 


Cybersecurity program The Communication Platform Operator shall reserve the right to 
request documentation of CP user’s implemented cybersecurity 
program, including recent assessment results or conduct periodic (at 
a negotiated frequency and scope) on-site security assessments at the 
GW installed facilities.  
These on-site security assessments may be conducted by an 
independent third party, at the discretion of the CPO. 


 82 


• Gateway onboarding 83 
The CP user can subsequently register gateways of successfully uploaded models on the platform. 84 


 85 


• Endpoint onboarding 86 
In parallel, the CP user can onboard endpoints. Therefore, he enters a headpoint EAN number and 87 
uploads the GWM designation document, in case the CP user is an FSP mandated by the GU, for 88 
the gateway management activities. He subsequently creates an endpoint, which will automatically 89 
be linked to this headpoint on the platform. 90 


 91 


• Link endpoint to gateway 92 
When an active endpoint and gateway are correctly registered on the platform, CP user links the 93 
gateway to the endpoint on which it is (or will be) installed. 94 
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 95 
 96 


5.2 Other processes 97 


To give additional project context the following processes are introduced. The final processes will be 98 
included in the aFRR terms and conditions. 99 
 100 


• aFRR contracting 101 
The grid user contracts the Flexibility Service Provider to valorise its flexibility to the Flexibility 102 
Requesting Party (FRP). This contract will be the subject of the subsequently used Grid User 103 
declaration. 104 
 105 


• FSP onboarding 106 
The FSP will contract either the Flexibility Requesting Party and System Operator with a preliminary 107 
agreement or final contract. The FRP or SO will request the Flexhub Operator to register or update the 108 
FSP account in the Flexhub. 109 
 110 


• SO consent 111 
The DSOs assess with a Network Flexibility Study whether the delivery point can participate in aFRR 112 
and the SO reviews the GU declaration. After reviewing the SDP request, the SDP is registered in the 113 
Flexhub. 114 
 115 


• SDP onboarding 116 
The SDP is subsequently onboarded in the Flexhub and linked to the corresponding Flexibility Service 117 
Provider. The FSP is able to already register the corresponding Endpoint ID, but this is not mandatory.  118 
 119 


• SDP activation 120 
Once the SDP is onboarded and the Endpoint Id is completed (by the SO in the Flexhub), the SO will 121 
send a service activation message via the Flexhub to the Communication Platform to open up the 122 
routing. 123 
 124 


• Routing activation 125 
When an endpoint, on which the aFRR service is activated from the Flexhub and which is linked to an 126 
active registered gateway installed on the premise of the grid user, the routing will be enabled. 127 
 128 


• Data exchange 129 
Once messages enter with this endpoint and gateway combination, the Communication Platform will 130 
route the data to the Flexhub from where it will be collected by aFRR settlement systems. 131 
 132 
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				FORMULAIRE DES REMARQUES SUR LA PRESCRIPTION C8/06 										OPMERKINGENFORMULIER OP HET VOORSCHRIFT C8/06

				General technical requirements for Measurement system and Gateway for an aFRR service delivery point connected to the Distribution Grid


				07/07/2020										7/13/20



				EXPLICATION DES COLONNES:										UITLEG BIJ DE KOLOMMEN:

		1		Numéro de la remarque ou question. Ce numéro sera ajouté par Synergrid, après réception de toutes les remarques et questions.										Nummer van de opmerking of vraag. Dit nummer zal achteraf aangevuld worden door Synergrid, na het ontvangen van alle opmerkingen en vragen.

		2		Nom de votre société.										Naam van uw bedrijf.

		4		Article (ou annexe) du contrat sur lequel la remarque ou question est basée.										Artikel (of bijlage) van de overeenkomst waarop de opmerking of vraag van toepassing is.

		5		Paragraphe ou ligne de l'article/annexe du contrat sur lequel la remarque ou question est basée.										Paragraaf of lijn van het artikel/de bijlage van de overeenkomst waarop de opmerking of de vraag van toepassing is.

		6		Nature du commentaire:
E= remarque sur la forme / language
T = remarque sur le fond
G = remarque générale; dans ce cas, il n'est pas obligatoire de préciser l'article concernée										Type commentaar:
E = opmerking op vorm/taalgebruik
T = inhoudelijke opmerking
G = algemene opmerking; in dit geval is het niet noddzakelijk om het nummer van het betreffende artikel te vermelden

		7		Description de la remarque ou question. Utilisez une nouvelle ligne pour chaque remarque ou question séparée.										Omschrijving van de opmerking of vraag. Gebruik een aparte lijn voor elke afzonderlijke opmerking of vraag.

		8		Nouvelle proposition (de texte) pour cette partie de la prescription.										Nieuw (tekst)voorstel voor dat gedeelte van het voorschrift.

		9		Réponse Synergrid. Ce champs sera rempli par la commission compétente de Synergrid après réception et évaluation de tous les commentaires.										Antwoord Synergrid. Dit veld zal later aangevuld worden door de bevoegde commissie van Synergrid na ontvangst en evaluatie van alle commentaren.



		1		2		4		5		6		7		8		9

		N°		Société		Article n° / Annexe n°		Paragraphe ou ligne		E / T / G		Remarque / Question		Nouvelle proposition (de texte)		Réponse Synergrid

		Nr		Bedrijf		Artikel nr / Bijlage nr		Paragraaf of lijn		E / T / G		Opmerking / Vraag		Nieuw (tekst)voorstel		Antwoord Synergrid

		1		Centrica Business Solutions		3		1		T		CBS renouvelle sa demande aux GRD de mettre en adéquation les spécifications techniques pour le sous-comptage en aFRR avec les possibilité du marché (comme cela est le cas en FCR avec des exigence plus réalistes), et ce afin de lever tout obstacle à la valorisation de la flexibilité:
				-

		2										• Pour se faire, Centrica considère que les exigences de précision devraient être directement pointées et explicitées dans le document C8/06 (qui adresse spécifiquement les activations de flexibilité en aFRR), plutôt que de renvoyer aux exigences des Grid Codes régionaux : en effet, dans ces derniers les exigences de précision des compteurs sont pour des usages de facturation de l'accès réseau et de la fourniture. Pour la mesure et la facturation des activations de flexibilité, Centrica considère donc que des exigences différentes et plus réalistes sont nécessaires.				Les règlements techniques sont la base pour les règles à suivre par les GRD. Il ne convient pas de déroger dans une prescription Synergrid, qui est hiérarchiquement inférieure, d'un règlement technique, ce dernier restant d'application d'office.
Nous ne sommes pas d'accord avec la remarque de Centrica concernant le fait que les règlements techniques régionaux ne contiennent que 'les exigences de précision des compteurs pour des usages de facturation de l'accès réseau et de la fourniture'.
Le règlement technique distribution électricité en Flandre (du 20 juillet 2019, d'application depuis le 24 octobre 2019) contient bien dans son article 3.1.17§2 un renvoi vers les exigences en terme de précision pour les appareils de mesure dans le cadre de la flexibilité:  
§2. De meetuitrusting waarvan de meetresultaten worden gebruikt voor de berekening van het aantal toe te kennen groenestroom- en/of warmtekrachtcertificaten en garanties van oorsprong (in uitvoering van het Energiebesluit) of ten behoeve van het vermarkten van flexibiliteit moet voldoen aan de vereisten vermeld in BIJLAGE III – Vereisten voor meetuitrustingen. 
Nous faisons référence également à la position des régulateurs régionaux dans leur avis du 22 juillet 2015 (auquel il est également renvoyé dans l’avis du 11 octobre 2016), bien que c'était dans le cadre de mFRR, mais à notre avis logiquement transposable pour aFRR: 
« les régulateurs régionaux ensemble reconnaissent la nécessité de préciser les critères techniques auxquels le matériel à placer devra satisfaire de manière intrinsèque ; il importe de rappeler les classes de précision conformes aux prescriptions des règlements techniques auxquels les compteurs devront répondre afin de servir de base au comptage des flux qui feront l’objet de transactions commerciales (…) ».

		3										• CBS est également en discussion avec les différents régulateurs régionaux, afin d'évaluer la possiblité d'aussi procéder à une modification des Grid Codes correspondant pour assouplir les exigences de précision des sub-meters utilisés dans le cadre de valorisation de flexibilité : néanmoins, CBS considère que le document C8/06 est plus pertinent, et permettra de solutionner le problème plus rapidement et ce pour l'ensemble des régions d'un coup.				Les GRD sont d'accord que si les règlements techniques distribution sont modifiés pour permettre d'autres exigences pour les appareils de mesure de type 'sous-compteur' dans le cadre de aFRR ou plus généralement dans le cadre de la flexibilité, qu'ils suivront bien entendu ces nouvelles règles. 
Mettre les exigences en terme de précision dans la prescription C8/06 n'est pas une option légalement valable pour les GRD, cf. explication dans le point 2.

		4										• Centrica joint en annexe de sa réponse une présentation confidentielle détaillant ses préoccupations et les solutions proposées pour résoudre ce problème : notamment, Centrica considère que les exigences de précision devraient dépendre de la quantité d'énergie activée par la flexibilité : moins un produit est activé, le moins impactant sera un relatif manque de précision, et donc le plus sera acceptable de dévier de quelques % de la précision souhaité actuellement.				Nous prenons note de cette suggestion (de faire dépendre la précision exigée d'un volume activé maximal), qui mérite réflexion.  A ce stade, nous ne pouvons pas la prendre en compte, étant donné que les exigences de précision dans les règlements techniques sont uniquement basées sur la puissance. Concernant le fait de déterminer le niveau de précision du sous-compteur de la puissance du sous-circuit concerné et non de la puissance de raccordement, est parfaitement acceptable pour les GRD mais, à nouveau, dépend des règlements techniques en vigueur dans chaque Région.

		5										• Conformément à sa lettre datant de février 2019 et aux discussions qui ont suivi depuis, CBS réitère en effet ses vives préoccupations concernant les exigences actuelles en matière de sous-comptage, en aFRR mais également en mFRR et qui limitent la flexibilité pouvant être offerte au marché belge. Ce point de vue a été partagé à plusieurs reprises par les consommateurs industriels, comme lors du dernier Forum de l'énergie de la FEBELIEC en janvier 2020.				-

		6										• Dans un contexte de tension croissante sur la sécurité d'approvisionnement en Belgique pour les années à venir, CBS reste convaincu que l'exploitation du potentiel de flexibilité à des niveaux de tension toujours plus bas est un facteur clé pour une transition énergétique sûre, durable et économique. Cela nécessite, entre autres, des modalités de comptage adéquates. En effet, la mesure de la flexibilité est plus précise lorsqu'elle est effectuée au niveau des sous-compteurs. 				Suite à la consultation du contrat FSP-GRD les régulateurs ont demandé de leur présenter une vision en vue de l’ouverture de mFRR et aFRR aux charges raccordées au réseau basse tension. Nous estimons que cette réflexion pourrait en effet contenir également l'aspect comptage. Les GRD ne sont pas convaincus que la mesure de la flexibilité soit plus précise au niveau des sous-compteurs.  Cet argument fait en effet abstraction du fait que, pour l'acheteur de flexibilité qui agit généralement au niveau du système, ou d'une portion du système électrique, c'est l'action de la flexibilité sur ce système qui compte.  Par conséquent, si l'effet d'une activation de flexibilité n'est pas (ou seulement partiellement) visible au niveau du compteur de tête, son effet sur le système est plus que discutable. Bien entendu, pour un client pris isolément, l'activation d'une charge flexible particulière peut ne pas être parfaitement visible en tête de l'installation, en raison des effets produits par les autres charges (non corrélées) du client. Toutefois, ce raisonnement est beaucoup moins valide à l'échelle d'un portefeuille de multiples clients.
En outre, pour que la flexibilité en basse tension puisse démarrer, il faut qu’il y ait un comptage de raccordement qui permet le relevé de la courbe de charge (potentiellement dans les 2 sens d’énergie). Pour les GRD, la flexibilité en basse tension est donc intimement liée au déploiement du compteur intelligent, déploiement qui est soumis à un ordre du priorité qui ne reprend pas la flexibilité comme critère.

		7										• Cependant, les exigences actuelles en termes de précision des sous-compteurs ne sont pas alignées pour les actifs connectés aux réseaux des GRD et GRT, et imposent par ailleurs des niveaux de précision très élevés, ce qui nécessite des coûts d'investissement importants et de longues durées pour la mise à niveau de l'infrastructure existante, et ce sans l'obtention d'avantages matériels pour le réseau.				Ceci est le résultat des différences dans les règlements techniques. 

		8										• En pratique, au lieu d'utiliser le sous-comptage, les exigences actuelles de précision des GRD et du GRT conduisent souvent les FSP à utiliser le compteur de tête du site pour collecter les données nécessaires au règlement des activations. Or, si cela est déjà délicat pour la mFRR, en aFRR cela se révèle impossible car les compteurs de tête ne permettent pas toujours d'installer des mesures de puissance dessus (nécessaire pour un produit comme l'aFRR). D'une part, un large pan du potentiel de flexibilité demeure ainsi inexploitée. D'autre part, cette situation est préjudiciable à la précision globale, puisque l'utilisation du compteur de tête doit tenir compte de l'imprécision de la "baseline" utilisée pour calculer l'énergie fournie lors d'une activation, qui est nettement plus élevée qu'une solution permettant un sous-comptage avec des niveaux de précision raisonnables.				Les GRD étudient les possibilités pour les futurs compteurs de tête AMR d'avoir également une sortie puissance, qui poura alors être utilisée dans le cadre de aFRR. 
Le dossier d'achat se trouve en ce moment dans une phase préparatoire. 


		9										• CBS demande donc aux GRD et GRT:
   - une révision des exigences existantes en matière de précision des sous-compteurs en aFRR en les incluant par ailleurs directement dans le C8/06 plutôt qu'en faisant un renvoi aux Grid Codes correspondant
   - la possibilité d'utiliser des sous-compteurs existants (cf. commentaire ci-dessus)
   - une standardisation des solutions de sous-comptage, afin de garantir l'extensibilité des processus à de multiples configurations et à tous les niveaux du réseau				Pour le premier point, voir réponse dans le point 2.
Deuxième point: voir commentaires ci-dessus. 
Troisième point: les GRD s'engagent à étudier un nombre (limité) de configurations concernant les sous comptages (incl. gateway), mais insistent d'avoir d'abord une vue claire des régulateurs sur la problématique de la précision. Ainsi, les GRD pourront éventuellement proposer un sous compteur 'neutre' (pour éviter un vendor lock-in) à un cout réduit. 



		10		Next Kraftwerke		All				T,G		The metering requirements for the aFRR assets are very high: for TI and TP between 0.2 and 0.5 for medium voltage. Also a recalibration every 5 years is very challenging. 				The DSOs  follow the requirements mentioned in the grid codes. See also response in point 2.

		11										At the same time Elia only requests a service provision accuracy of +/- 15%. 				For the activation control, the permitted deviation is equal to 15% of V(QH): δ_perm (QH)=15%×V(QH). Elia determines the volume V(QH), which is the sum of the offered volumes of each aFRR Energy Bid selected in the concerned direction for at least one Time Step (4”) of the concerned quarter-hour (cf. annex 12.B of the T&C BSPaFRR). 
During the prequalification phase, Elia applies the following (annex 6.C): The prequalification test is successful if no more than 30 deviations δ(ts) are larger than the permitted deviation during the follow-up phase, with: the deviation, per Time Step "ts",  is determined as follows:  δ(ts)=|aFRR Power requested(ts)-aFRR Power supplied(ts)|. The permitted deviation is 7,5% of the aFRR Power that the BSP wishes to prequalify;
There is no direct one-to-one relationship between the precision of the measurement instrument and the 15% deviation mentioned above. Permitting less accurate measurement systems would only lead to higher deviations for the control of the activation.

		12										Typical generating assets < 5 MW delivering aFRR however have TI's, TP's and measurement systems installed with accuracy classes of 0.5 or 1.				-

		13										We also understand that in case of a ToE high metering accuracy is needed as the data is the basis for financial settlements. At the moment however there is no ToE in place and there is no time line for the implementation of such. 
Therefore we suggest to increase the minimum allowed accrucy class for TP and TI to 1 and that no recalibration is required in order to allow a large number of assets to enter the market upon go-live.
To avoid a conflict with a future ToE it could be clarified that assets with metering accuracy which does not meet the Technical Regulations for the Distribution of Electricity and which are not regularly recalibrated cannot enter a ToE framework but only operate under an opt-out agreement.  In short: Such assets do not prequalify for the ToE. 				The proposal to lower the accuracy class to for TP and TI to 1, cannot be accepted. 
The technical requirements fixed in regional grid codes should provide an adequate level of accuracy  for the settlement of any energy service such as aFRR or mFRR.  
Moreover, Elia aims at harmonizing technical requirements for the settlement of the energy products.
Furthermore, the requirements set up now should be as much as possible future proof and avoid blocking any potential evolution in the aFRR design (as for instance the eventuality to have ToE in case of positive reassessment).  
In case a future review of the requirements in the grid code(s) is envisaged, Elia is of the opinion that an analysis would be necessary to identify what would be the most appropriate accuracy requirement to be fixed in the code depending on the finality (usage) of the metering.



		14		Next Kraftwerke		All				T,G		Following the argumentation of point 1 (above point 10 - 13), we also think that the "precision control of the measurement system following technical specifications of the distribution system operators" should be abandoned for all assets that do not enter ToE. 				At this moment the DSOs do not think it is expedient to change the precision control rate of the measurement systems. They presume that regulators will express their vision about the precision of the submeters and subsequently the DSOs can re-evaluate the need for a 5-yearly precision control. Since first controls are only needed in 2025, this leaves sufficient time to re-evaluate. 



		15		Next Kraftwerke		All				T,G		Next Kraftwerke does not think that the local gateway is of benefit for the provision of aFRR. We rather see that there are additional costs and it makes the aFRR case for  small assets unprofitable. We therefore think that the value of the local gateway for aFRR should be reevaluated after 6 months. 
To avoid misunderstandings: We do not reject the local gateway as such. We think that it can be a good solution for connection of smart meters for instance. We only believe that it is not of added value for aFRR.    
While we explained our concerns in detail to Elia we did not yet have the chance to elaborate on our position towards the DSOs in a seperate discussion. 				Two years ago, Elia realized a study about the solutions of the aFRR data communication chain. The conclusion of this study was that in order to:
• Align the approach of aFRR with the design of mFRR: for mFRR, delivery points equipped with a (private) submeter also have to be equipped with a local gateway/modem to send the data towards the T/DSO IT-systems. At no point during the implementation of mFRR has this been proved to be seriously problematic;
• Be aligned with the long term vision by envisaging a standardization of gateways and protocols in order to avoid a lock-in of the FSPs/BSPs;
• Avoid blocking the potential future introduction of ToE for aFRR (as this is foreseen in the federal electricity law), 
• Lower the risk of data manipulation and guarantee the reliability of the communication;
Elia requires that the aFRR data are sent directly in real time by each delivery point participating to aFRR service towards the T/DSO IT-systems. 
This limits the implication of third parties in the data communication and limits the risk of data manipulation.
 
Elia also questions the negative impact on the business brought forward by the FSPs/BSPs, mainly because the service can only be provided from medium and high voltage connected assets, each of which represents a ‘significant’ volume. Taking into account the reservation and activation prices of aFRR, Elia would like to gain more insights into how a local gateway and an internet communication connection could significantly influence negatively the business case.   
 
However, Elia recognizes that a transition period may be needed in order to give enough time to the FSP/BSP to setup the IT-chain for local gateway data communication. Elia foresees thus a transition period of 1 year starting at the go-live (28 September) of aFRR design during which the aFRR data may be transferred in a "degraded" mode from a centralized data gateway. After this transition period all aFRR data shall be communicated directly from local gateways.
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Comments Sheet



				FORMULAIRE DES REMARQUES SUR LA PRESCRIPTION C8/06 										OPMERKINGENFORMULIER OP HET VOORSCHRIFT C8/06

				General technical requirements for Measurement system and Gateway for an aFRR service delivery point connected to the Distribution Grid
(Remarks can be made in English, Français, Nederlands)

				18/06/2020										6/18/20



				EXPLICATION DES COLONNES:										UITLEG BIJ DE KOLOMMEN:

		1		Numéro de la remarque ou question. Ce numéro sera ajouté par Synergrid, après réception de toutes les remarques et questions.										Nummer van de opmerking of vraag. Dit nummer zal achteraf aangevuld worden door Synergrid, na het ontvangen van alle opmerkingen en vragen.

		2		Nom de votre société.										Naam van uw bedrijf.

		4		Article (ou annexe) du contrat sur lequel la remarque ou question est basée.										Artikel (of bijlage) van de overeenkomst waarop de opmerking of vraag van toepassing is.

		5		Paragraphe ou ligne de l'article/annexe du contrat sur lequel la remarque ou question est basée.										Paragraaf of lijn van het artikel/de bijlage van de overeenkomst waarop de opmerking of de vraag van toepassing is.

		6		Nature du commentaire:
E= remarque sur la forme / language
T = remarque sur le fond
G = remarque générale; dans ce cas, il n'est pas obligatoire de préciser l'article concernée										Type commentaar:
E = opmerking op vorm/taalgebruik
T = inhoudelijke opmerking
G = algemene opmerking; in dit geval is het niet noddzakelijk om het nummer van het betreffende artikel te vermelden

		7		Description de la remarque ou question. Utilisez une nouvelle ligne pour chaque remarque ou question séparée.										Omschrijving van de opmerking of vraag. Gebruik een aparte lijn voor elke afzonderlijke opmerking of vraag.

		8		Nouvelle proposition (de texte) pour cette partie de la prescription.										Nieuw (tekst)voorstel voor dat gedeelte van het voorschrift.

		9		Réponse Synergrid. Ce champs sera rempli par la commission compétente de Synergrid après réception et évaluation de tous les commentaires.										Antwoord Synergrid. Dit veld zal later aangevuld worden door de bevoegde commissie van Synergrid na ontvangst en evaluatie van alle commentaren.
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		N°		Société		Article n° / Annexe n°		Paragraphe ou ligne		E / T / G		Remarque / Question		Nouvelle proposition (de texte)		Réponse Synergrid

		Nr		Bedrijf		Artikel nr / Bijlage nr		Paragraaf of lijn		E / T / G		Opmerking / Vraag		Nieuw (tekst)voorstel		Antwoord Synergrid
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				FORMULAIRE DES REMARQUES SUR LE DOCUMENT C8/07 										OPMERKINGENFORMULIER OP HET DOCUMENT C8/07

				Explanatory note - aFRR – business processes (remarks can be made in English, Français, Nederlands)

				18/06/2020										6/18/20



				EXPLICATION DES COLONNES:										UITLEG BIJ DE KOLOMMEN:

		1		Numéro de la remarque ou question. Ce numéro sera ajouté par Synergrid, après réception de toutes les remarques et questions.										Nummer van de opmerking of vraag. Dit nummer zal achteraf aangevuld worden door Synergrid, na het ontvangen van alle opmerkingen en vragen.

		2		Nom de votre société.										Naam van uw bedrijf.

		4		Article (ou annexe) du contrat sur lequel la remarque ou question est basée.										Artikel (of bijlage) van de overeenkomst waarop de opmerking of vraag van toepassing is.

		5		Paragraphe ou ligne de l'article/annexe du contrat sur lequel la remarque ou question est basée.										Paragraaf of lijn van het artikel/de bijlage van de overeenkomst waarop de opmerking of de vraag van toepassing is.

		6		Nature du commentaire:
E= remarque sur la forme / language
T = remarque sur le fond
G = remarque générale; dans ce cas, il n'est pas obligatoire de préciser l'article concernée										Type commentaar:
E = opmerking op vorm/taalgebruik
T = inhoudelijke opmerking
G = algemene opmerking; in dit geval is het niet noddzakelijk om het nummer van het betreffende artikel te vermelden

		7		Description de la remarque ou question. Utilisez une nouvelle ligne pour chaque remarque ou question séparée.										Omschrijving van de opmerking of vraag. Gebruik een aparte lijn voor elke afzonderlijke opmerking of vraag.

		8		Nouvelle proposition (de texte) pour cette partie de la prescription.										Nieuw (tekst)voorstel voor dat gedeelte van het voorschrift.

		9		Réponse Synergrid. Ce champs sera rempli par la commission compétente de Synergrid après réception et évaluation de tous les commentaires.										Antwoord Synergrid. Dit veld zal later aangevuld worden door de bevoegde commissie van Synergrid na ontvangst en evaluatie van alle commentaren.
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		Nr		Bedrijf		Artikel nr / Bijlage nr		Paragraaf of lijn		E / T / G		Opmerking / Vraag		Nieuw (tekst)voorstel		Antwoord Synergrid
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